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Online counterfeiting:
the global impact

With revenue, reputation and customer safety all
at risk, there has never been a more crucial time to
develop and deploy a proactive and effective anticounterfeiting strategy, says Stuart Fuller
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ounterfeiters have been quick to exploit the high-growth potential of the online world. The internet has
allowed criminals to refine approaches, increase reach, and target the lucrative world of e-commerce via
rogue websites. By setting up fake websites that closely mimic those of genuine brands, or selling high volumes of counterfeit products via auction sites, criminals can target the B2B and B2C markets with ease.

2014 saw a 15% increase in the sale of counterfeit goods online1, with Chinese online marketplace Alibaba recently
confirming that it took down 114 million suspicious listings over a period of 12 months2, highlighting the scale of
the issue. Indeed, counterfeiting has grown in scope, scale and complexity in the past three decades. With retailers
currently losing between $300m and $400m annually to copycats and counterfeiters3, the figures show no sign of
slowing down.
With counterfeits offering huge potential profits and a low risk of being caught, it is no surprise that the industry is
booming. In fact, counterfeit goods are as profitable for criminal gangs as illegal drugs4, bringing returns of up to
900%5. The growing global marketplace means that criminals have access to both cheap labour and raw materials,
and a vast numbers of consumers with low overheads via online marketplaces and social media. This makes counterfeiting a very lucrative business for experienced fraudsters, who take advantage of the popularity of online shopping, as well as consumers’ desire to be seen with branded products and the latest merchandise.
Securing sectors
With almost every sector operating in some way through the internet, no business or website is safe from the risks.
The worst affected areas include retail, pharmaceutical, financial services, entertainment, technology and luxury
brands.
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In the financial services market fraudsters are increasingly counterfeiting the look and feel of banking and insurance
brands, setting up fake websites and phishing emails to trick users into compromising their information. 31.5% of
all phishing attacks in 2013 targeted financial institutions, and 22.2% of all attacks involved fake bank websites6.
While the internet is proving extremely lucrative for the sector, fraudsters are clearly having a severe impact on online operations, affecting both customer trust and brand reputation.
The technology industry’s complex supply chains and reliance on manufacturing in the Far East make it extremely
vulnerable to counterfeiters and grey-market profiteers. Counterfeit technology does not just endanger revenues
and reputations, it also endangers customers – with instances ranging from exploding laptop batteries to substandard, fake aircraft parts on the rise. Today, counterfeit products and components are a particular challenge for the
telecoms industry, given surging global demand.
Impact for businesses
NetNames’ research shows that 34% of business managers in the retail industry are extremely concerned about
keeping their brand and trademarks protected in the evolving web landscape7, and their fears are not unfounded.
Counterfeiting presents a myriad of financial dangers for brands – directly affecting sales volumes, prices, costs,

... anti-counterfeiting capabilities are increasing, with
strategies becoming more accessible and effective
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investment and the brand equity of firms. Indeed, multinational brand owners lose approximately 10% of their topline revenue to counterfeiters8.
In addition to the huge financial loss, hard earned reputation for value and quality can be quickly lost due to counterfeiters and ruined forever. Counterfeiting can rapidly erode brand perception in the marketplace if consumers
are disappointed with an unwittingly purchased counterfeit product. According to our research 78% of consumers
would shun a brand if they found themselves on a bogus website pertaining to that brand, even though the company itself was not negligent. Meanwhile, the online world also means that bad news travels everywhere, fast – with
consumers sharing their experiences via social media or peer reviews in real time.
Cost for consumers
Aside from receiving unsatisfactory goods, or buying products online that never arrive, consumers may be exposed
to an even more dangerous side of fakes. Counterfeit pharmaceuticals, edible products and household substances can pose stark health and safety concerns, with many shoppers at risk of harm - and even death - from tainted
goods, including harmful ingredients or chemicals. In 2013’s OPSON III operation, 34 countries seized more than
1,200 tons of fake or substandard food, and nearly 430,000 litres of counterfeit drinks9. In addition, a recent raid in
the UK saw thousands of fake make-up products taken out of circulation, many containing harmful substances or
exposure to vermin.
Fighting fraudsters
The almost limitless borders of the internet make regulation extremely hard to enforce, and there is only so much
that the government, police and online marketplaces can do to minimise the presence of counterfeit goods online.
In light of this, brands must take responsibility in protecting consumers from counterfeits, or risk losing loyal cus-

tomers who are dissatisfied with substandard or even dangerous products. The good news is that there are a number of ways in which retailers can protect themselves and their customers from fraudsters.
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Firstly, brands should consider appointing a dedicated brand protection manager to raise awareness of the challenge of counterfeiting both internally and externally, and also to liaise with law enforcement agencies on the
problem. Retailers must then take centralised control over domain names to rapidly respond to cybersquatters, typosquatters, and rogue e-tailers.
The arrival of many new gTLDs (generic top-level domains) brings opportunities for brands to safeguard their customers’ intellectual property online. Businesses should take advantage of this by developing a proactive gTLD
strategy, which will engage consumers and ensure that legitimate brand channels are easy to find. In addition, by
adopting a dotBRAND domain name, companies will be able to manage their space on the internet by effectively
controlling their own domain name registry and making it easier for customers to find them. This ring-fencing of
their online entity will ensure that their brand’s reputation, customers, trademarks and, ultimately, revenues are protected.
A key factor in combatting counterfeits is proactively educating customers on the reality of fake products, as well as
any known counterfeit operations they may be exposed to. In many instances, consumers are still largely unaware
of the risks posed by counterfeit goods-from the financial losses due to malware and fraud, through to physical injury and even death. Despite the fact that health risks would turn the majority of consumers away from counterfeit
purchases, sizeable numbers continue to buy high-risk items – including medications, alcohol and cosmetics. This
highlights the need for a new narrative to be established, where retailers ensure shoppers are aware of the threats
and how to avoid them. Many companies even set up dedicated web pages to help consumers determine wheth-
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er a product they have bought is a fake and report where they purchased it, using the power of brand advocacy to
turn detective.
Where necessary, companies can always bring in external experts with the experience and advanced technologies
to monitor for threats and rapidly enforce against infringements across all online channels, as well as giving advice
on domain name strategies. In order to address the problem on a larger scale, retailers can join forces with other
brands and industry bodies to pool resources, influence and intelligence. New anti-counterfeiting technologies, including product identification and tracking, can be shared as part of a multi-layered approach.
A call to action
Fraudsters are becoming increasingly powerful, but at the same time, anti-counterfeiting capabilities are increasing,
with strategies becoming more accessible and effective.
With revenue, reputation and customer safety all at risk, there has never been a more crucial time to develop and
deploy a proactive and effective anti-counterfeiting strategy. In the fast-changing digital and consumer environments, it is more important than ever for businesses to manage their online presence carefully, allowing brands to
be present, protected and prosperous on the internet. ■

Stuart Fuller, Director of Commercial Operations at NetNames, a leading online brand protection
company
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